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tiv daran, soziale Wandlungsprozesse Richtung 
Nachhaltigkeit mitzugestalten.3
6 Schluss und Schlüsse
Eine Kritik, die auch andere Teilnehmer der 
Konferenz teilten, war, dass diese und die Debat-
ten mit zu wenig interkontinentaler Beteiligung 
letztlich doch vorwiegend eurozentristisch blie-
ben, zu vertraut, und dem „wirklich Fremden“ zu 
wenig Raum geboten wurde. Mit der vorwiegend 
europäischen Besetzung spielte sodann auch das 
Thema „Gerechtigkeit“ keine zentrale Rolle.
Bedauerlich ist, dass auf das vierjährige 
Projekt und Forschungsnetzwerk „Investigating 
Cultural Sustainability“, dessen Abschluss diese 
Konferenz markierte, keine Folgeaktivitäten ge-
plant oder angedacht sind. Trotzdem, die Konfe-
renz war eine wichtige und ausgezeichnete Initi-
ative. Sicherlich wurden nicht alle Hauptfragen 
hinreichend geklärt, aber die Sichtbarkeit des 
Themas „Kultur und Nachhaltigkeit“ europaweit 
wesentlich erhöht. Die drei vollen Konferenztage 
mit Hunderten von Vorträgen über das Verhältnis 
von Kultur und Nachhaltigkeit haben viele inte-
ressierte und involvierte Menschen europaweit 
zusammengebracht und dadurch die Möglichkeit 
für weitere Vernetzung und Entwicklungen in 
diesem Forschungsfeld geschaffen.
Das finnische Frühjahr begrüßte uns in der 
wunderschönen Küstenstadt Helsinki zu Beginn 
der Konferenz mit Kälte, Nebel und Regen. Am 
Nachmittag des letzten Tages spiegelte sich dann 
doch noch die Sonne auf dem Meer – vielleicht 
als symbolische Ermutigung, denn – trotz dreier 
Tage voller komplexer und teilweise verwirren-
der interdisziplinärer Debatten – wurde in den 
letzten Diskussionen doch noch ein Konsens 
gefunden. Und zwar, dass eine weitere Zusam-
menarbeit in diesem Bereich nötig ist, weil Kul-
tur für, in und als nachhaltige Entwicklung eine 
unersetzliche Rolle für die erfolgreiche Transfor-
mation zu einer nachhaltigen Lebensweise spielt.
Anmerkungen
1) http://www.itas.kit.edu/num_lp_paro08_kuna.php 
2) http://www.culturalsustainability.eu/
3) Dies geschieht programmatisch in Ansätzen trans-
disziplinärer und transformativer Wissenschaft – 
wie sie am ITAS  im Rahmen des „Quartier Zu-
kunft – Labor Stadt“, des „Reallabor 131: KIT 
findet Stadt“ oder der „Karlsruher Schule der 
Nachhaltigkeit“ verfolgt werden.
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The revelations of Edward Snowden marked a 
watershed in the public discussions concerning 
privacy and surveillance, putting a subject in the 
centre of public discourse that was once deemed 
the domain of privacy advocates, human rights ac-
tivists, and IT specialists. It was thus not very sur-
prising that Snowden figured in the background 
of many talks of the joint conference of the EU 
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FP7-funded projects SurPRISE (Surveillance, 
Privacy and Security), PRISMS (Privacy and Se-
curity Mirrors ), and PACT (Public Perception of 
Security and Privacy ). All dealt with the topics of 
surveillance, liberty, and security while putting 
the perspective of European citizens at the centre 
of their research. It is noteworthy that all of these 
projects were initiated and named long before Ed-
ward Snowden made his revelations to the public.
During the conference a number of topics 
emerged from the talks and presentations giv-
en during the conference. One of them was the 
continuing threat that unchecked surveillance 
still poses to privacy and democracy. Another 
one was the trade-off between liberty and secu-
rity (a continuing issue in surveillance studies) 
and if the latter really exists. A third topic worth 
mentioning (and the explicit focus of the three 
research projects) was the perception of surveil-
lance technologies by European citizens.
1 The State Encroachment on Privacy and 
Activism
After the welcome address by Michael Alram 
(ÖAW) and a short talk by Walter Preissl (ITA/
ÖAW) introducing the projects, Julian Kinderlerer 
(European Group on Ethics in Science and New 
Technologies, Belgium) gave the first keynote 
speech of the day. Drawing on his own experiences 
with intrusive state surveillance during the era of 
apartheid in South Africa, he expressed his strong 
concern about the degree of state surveillance, in 
particular in the UK; for example he mentioned 
the fact that there are about 200 cameras installed 
in British school toilets and restrooms. He touched 
on various issues from ethics to European law be-
fore presenting the recommendations of the EGE 
Group appointed by the European Commission to 
provide advice to the Commission as well as the 
European Parliament on issues of surveillance, 
security technologies, and ethics. One of the note-
worthy recommendations presented by the EGE 
group was to limit the introduction of surveillance 
technologies to justifiable exceptions, under strict 
judicial scrutiny and strong legal safeguards. They 
furthermore argued for privacy by design when 
developing new technologies, as well as putting 
the burden of proof on those who employ them, 
not on those who reject them.
The second keynote presentation of the day 
was delivered by Ben Hayes from the British civ-
il liberty organization Statewatch. He took on an 
activist’s perspective that, as he argued, was prov-
en right by Snowden’s revelations, which he very 
much appreciated. He also praised the increasing 
legal activism against boundless mass surveil-
lance in the US and Europe, the USA Freedom Act 
which is somewhat reducing the surveillance by 
the NSA, and the move towards mass encryption 
by US Service providers. Still, most of the current 
surveillance practices have not changed, and there 
is an utter lack of knowledge about the capabili-
ties and practices of the national security agencies 
(of EU Member States). However, academics and 
activists should turn their attention and criticism 
towards these agencies. He also argued that there 
is a clear need to stop the pre-emptive war on ter-
ror and the increasing surveillance state as well 
as political policing, as the practices of European 
national security agencies and political policing 
units are legally questionable and neither propor-
tionate nor about terrorism. According to Hayes 
the easiest way to get a file is to “pray in the wrong 
mosque or be politically active” – a status quo that 
urgently needs to be challenged.
The last keynote speech was given by Peter 
Hustinx, the (then) European Data Protection Su-
pervisor (EDPS, Belgium). In his talk he focused 
on the concrete work of the EDPS and on current 
legal developments, inter alia, the landmark judge-
ment of the European Court of Justice invalidating 
the Data Retention Directive, the new “right to be 
forgotten” (created by the European Court of Jus-
tice) or the impending Data Protection Regulation. 
He stressed the importance of these developments 
in general and the importance of the incorporation 
of the European Union’s Charta of Fundamental 
Rights into the body of primary law in particular.
2 Different Perceptions of Surveillance
The next session summarised the key findings of 
the three projects SurPRISE, PRISMS, and PACT. 
It was chaired by Nina Tranø (One Voice AS, Nor-
way), the results were presented by J. Peter Bur-
gess (Peace Research Institute Oslo (PRIO), Nor-
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way, PACT), Michael Friedewald (Fraunhofer ISI, 
Germany, PRISMS), and Johann Čas (ITA/ÖAW, 
Austria, SurPRISE). All three projects pursued 
pan-European empirical research asking Europe-
an citizens about their attitudes towards surveil-
lance and security, in the form of pan-European 
surveys (PACT and PRISMS) or citizens’ sum-
mits and meetings (SurPRISE). What emerged is 
that the perception and acceptance of surveillance 
technologies is highly context-dependent and can-
not be described in a simple “security vs. liberty” 
trade-off. The findings of SurPRISE suggest that 
surveillance technologies are acceptable to citi-
zens if they are employed using clear criteria such 
as a proper regulatory framework or the minimum 
amount of sensitive data. The perception of which 
security technologies and practices are acceptable 
to the populace and which are not varies widely. 
CCTV1, for example, has a different degree of 
acceptance depending on the age bracket of the 
respondents, in contrast to the surveillance of the 
Internet which is much less accepted, as the PACT 
project found out. There are also significant dif-
ferences between the populations of the different 
member states, as the findings of the PRISMS 
project reveal. One of the most interesting aspects 
of the results of the PRISMS was that citizens 
perceived the concept of “security” in distinctly 
different ways than policy-makers and associated 
it first and foremost with ideas such as job security 
or access to health care and not just with classical 
policing and military security.
3 Integrating Citizens’ Perspectives
A further event was a round table on “The chal-
lenge of integrating citizens’ perspectives into 
security policies”, chaired by J. Peter Burgess 
(PRIO, Norway) and Bruno Baeriswyl (Data 
Protection Commissioner of the Canton of Zu-
rich, Switzerland), Andreas Krisch (European 
Digital Rights, Belgium), Gideon Skinner (Ip-
sos Mori, UK), Vida Beresneviciute (European 
Union Agency for Fundamental Rights, Austria), 
and Wainer Lusoli (European Commission – DG 
Research and Innovation, Belgium) as partici-
pants. Issues such as the role of the industry in 
raising the standards of IT security, the compe-
tence of the general public in evaluating surveil-
lance policies, or the need for effective data pro-
tection played an important role here.
4 Processes and Alternatives: How do 
Decision Support Systems Matter?
In this session moderated by Dermot Ahern (for-
mer Minister of Justice and Home Affairs & PACT 
Stakeholder Advisory Group Chair, Ireland) the 
first talk was given by Jacob Skøjdt Nielsen (Dan-
ish Board of Technology Foundation, Denmark) 
and Marta Szenay (Medián, Hungary). They pre-
sented the participatory methodology and the De-
cision Support System (DSS) of the SurPRISE 
project. In their talk they focused on methodolog-
ical and technical issues of the project’s citizens’ 
summits and meetings and the said decision sup-
port system. The next talk “Moving away from 
the security-privacy trade-off: the use of the test 
of proportionality in decision support” by Máté 
Dániel Szabó (University of Miskolc, Hungary), 
Bernadette Somody, and Iván Székely (both Eöt-
vös Károly Policy Institute, Hungary) was a very 
interesting attempt to transfer the legal propor-
tionality test as applied by the European Courts2 
to the practical question whether to apply surveil-
lance technology or not (as exemplified by the 
case of a flower shop owner suffering from theft 
issues and wanting to employ CCTV to stop it). In 
the last talk of this session, Dimitris Kyriazanos, 
Olga Segou, Anastassios Bravakis, and Stelios C. 
A. Thomopoulos (all National Centre for Scien-
ticifc Research “Demokritos”, Greece) presented 
the Decision Support Tool of the PACT project 
which aims to help decision makers determine 
whether or not to employ surveillance technol-
ogies. The most notable presentation of Session 
4 (“Integrating citizens’ perspectives in decision 
making”) was given by Matthias Leese and Peter 
Bescherer (both University of Tübingen, Germa-
ny) in which they introduced the VERSS project. 
This project looked at the distribution and produc-
tion of security in urban spaces through bottom-up 
securitization by different forms of civic engage-
ments, comparing two rather different German 
cities (Stuttgart and Wuppertal).
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5 Framing Privacy and Security: The Rise 
of New Controversies?
Georg Markus Kainz and Christian Jeitler (both 
quintessenz, Austria) focused on the dangers of 
boundless surveillance for a democratic society 
and on the shift in the quality of surveillance – from 
old analogue wiretapping to the ubiquitous digital 
surveillance of the Internet age – which threatens 
to undermine the very notions of privacy and thus 
of democracy. The next speakers in this session 
were Lilian Mitrou, Prokopios Drogkaris, and 
George Leventakis (Center for Security Studies – 
KEMEA, Greece). They talked about the legal and 
social aspects of surveillance technologies or, to be 
more precise, on CCTV in Greece. Their descrip-
tion of the legal battles about the use and abuse of 
CCTV in the public domain in Greece was certain-
ly an interesting case study in function creep, indi-
cating that the usage of a technology, once intro-
duced, is quite frequently extended beyond the ini-
tial purpose, a phenomenon that often comes along 
with the introduction of surveillance technologies. 
Their talk also included some fascinating glimpses 
into the different national attitudes concerning sur-
veillance (the Greek population seems to be largely 
unconcerned about surveillance by private actors). 
The session took a decidedly technical turn when 
Florian Idelberger (European University Institute, 
Italy) gave a presentation on the aspect of “Code as 
Law”, focusing on decentralised, peer-to-peer, and 
encrypted software systems from the past (Skype 
once was a peer-to-peer technology), the present 
(for example bitcoin), and emerging technologies 
which create a “crypto-social contract”, thus creat-
ing a new form of law through code.
6 Security Technologies Under Scrutiny
The presentation by Francesca Menichelli (Vri-
je Universiteit Brussels, Belgium) gave insights 
into the attitudes of travellers and security per-
sonnel at an unspecified airport and their personal 
strategies for dealing with the need for increased 
surveillance and security measures. This revealed 
a certain paradox as there is an almost universal 
acceptance of increased security measures while 
no one believes in absolute security. Luisa Marin 
(University of Twente, The Netherlands) gave a 
presentation on the employment of drones in the 
context of the European Border Surveillance Sys-
tem Eurosur employed by Frontex. In her very 
comprehensive talk she covered many aspects of 
drone use from the theory that explains the imple-
mentation of these kinds of technologies to the le-
gal background of their application in border sur-
veillance. Dimitris Tsapogas (University of Vi-
enna, Austria) dealt with digital citizenship after 
Snowden and the degree of concern that people 
in Greece with different politic attitudes (ranging 
from the far left to the far right) and walks of life 
have towards the issue of surveillance. Again, this 
revealed a very interesting variety of attitudes, 
depending on political stance, knowledge, and 
profession. For example, participants belonging 
to the far left were most concerned about their 
online privacy while those respondents regarding 
themselves as centrist were the least worried. IT 
Specialists were most concerned about their pri-
vacy and at the same time optimistic about their 
capability to fend off attacks on it; the interviewed 
legal experts were less concerned.
7 Perspectives and Challenges
The conference provided the rare opportunity 
to engage with the issues of surveillance from 
a genuinely European point of view. One of the 
advantages was the diversity of disciplinary per-
spectives ranging from law to almost all social 
sciences. It was also an appropriate occasion for 
practitioners, academics, and activists interested 
in the issue of surveillance in the EU to meet and 
engage in dialogue.
Some findings and opinions tended to come 
up in a number of talks and seem to form an emerg-
ing consensus among the conference participants. 
One of these was the great variety of opinions con-
cerning surveillance technologies and their em-
ployment in the different EU member states and 
also between the different strata of the public in the 
EU. Also the acceptance of the various surveillance 
technologies differs greatly depending on both the 
technology itself and the context. These findings 
might pose a challenge to policy makers aiming 
at the implementation of acceptable surveillance 
technologies in the European context.
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Reflecting on the discussions during the con-
ference, there seems to be a need to scrutinize the 
current practices of almost unlimited data gath-
ering and replace them with a regime of surveil-
lance that is much more restricted than the current 
one (or rather the current ones) and to specify and 
bind surveillance to fundamental rights, the rule 
of law (e.g. much stricter oversight by courts), and 
democratically elected institutions. This of course 
presents a great challenge to law makers and poli-
ticians, but also to the European public as a whole.
Notes
1) Close Circuit Television – a common technical 
term for video surveillance.
2) The legal test is applied by the European Court 
of Justice (as well as the General Court and the 
Civil Service Tribunal) to find out whether a given 
measure is defensible under the Principle of Pro-
portionality, i.e., if it pursues a legitimate aim, if it 
is suitable for reaching this aim, if it is necessary 
for achieving it, and whether the burden imposed 
on the individual for achieving the aim is not thus 
excessive (proportionality in sensu stricto).
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